eckert 8 Common

INSURANCE GROUP CYber Threats

Learn about these types of cyber 880,41 8
threats to better protect yourself B e b ercrime complaints
from criminals. the FBI's Internet Crime Complaint

Center received in 2023*

Data breach

When a hacker uses your Mal'w.are
; Malicious software that can
data for personal gain, —
identity theft or corrupt or take over your
— device

cyberbullying

Phishing
Email designed to make
you disclose personal
information or download
malware

Ransomware

A form of malware that
locks down your system
until you pay a ransom

Mobile attacks
Malware and privacy
breaches that target
mobile devices

Spear phishing
A form of phishing where
the attacker impersonates
someone you trust

O

"' »  Trojan ! F Distributed denial of service
‘ Software that appears (DDoS) attack
' legitimate but tricks you When an attacker uses thousands of
' into launching malware devices to overload and crash a
' server
Cybercriminals are getting very
Lost to cybercrime $'| P sophisticated, and it's getting harder for
in 2023* BILLION victims to spot scams. Talk to your agent

about getting personal cyber coverage.
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